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NB – In the absence of the Head Teacher the designated Deputy Head Teacher will assume their responsibilities as described in this policy 
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The UK Data Protection Act 2018 (DPA) and UK-GDPR Regulations are the laws that protect personal privacy and uphold 
individual’s rights.  It applies to anyone who handles or has access to people’s personal data.  Following the United 
Kingdom’s exit from the European Union on 1st January 2021, EU-GDPR requirements have been incorporated by 
amendment of the DPA into the Data Protection, Privacy and Electronic Communications (Amendments etc)(EU Exit) 
Regulations 2020 (UK-GDPR), which provides the appropriate protection for the rights and freedoms of UK citizens 
regarding their personal data. 
 
This policy is intended to ensure that personal information is appropriately obtained, stored and processed in accordance 
with the legislation. It applies to personal information regardless of the way it is used, recorded and stored and whether it 
is held in paper files or electronically.  
 
This policy is supported by individual data privacy notices covering: 

• Students 

• Parents and carers 

• The staff 

• The Governing Body 
 
Policy Objectives 
As a Data Controller, DGGS will comply with its obligations under the DPA and UK-GDPR requirements.  DGGS is 
committed to being clear and transparent about how it obtains and uses personal information and will ensure data subjects 
are aware of their rights under the legislation. 
 
All staff must read, understand and comply with this policy. 
 
Scope of the Policy 
Personal data is any information that relates to an identified or identifiable living individual who can be identified directly or 
indirectly from the information. Under the DPA and UK-GDPR requirements, personal information will contain identifiers 
including names identification data, location data and online identifiers. The personal data that DGGS collects, and 
processes may include sensitive personal data, called special category data, which specifically identifies physical, 
physiological, genetic, mental, economic, cultural or social identifiers of data subjects.   
 
DGGS collects information on students in order to support their teaching and learning, to monitor and report on their 
progress, to provide appropriate pastoral care and to assess how well the school as a whole is doing.  This information 
includes contact details, National Curriculum assessment results, attendance information, characteristics such as ethnic 
group, special educational needs and any relevant medical information.  From time-to-time schools are required to pass on 
some of this data to LA's, the DFE and to agencies, such as Ofsted which are prescribed by law. 
 
GDPR principles 
The principles set out in the DPA and UK-GDPR requirements must be adhered to when processing personal data: 
 

1. Personal data must be processed lawfully, fairly and in a transparent manner  
2. Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a 

manner that is incompatible with those purposes 
3. Personal data shall be adequate, relevant and limited to what is necessary in relation to the purpose(s) for which 

they are processed 
4. Personal data shall be accurate and where necessary kept up to date and every reasonable step must be taken 

to ensure that personal data that are inaccurate are erased or rectified without delay 
5. Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary 

for the purpose for which the personal data is processed 
6. Appropriate technical and organisational measures shall be taken to safeguard the rights and freedoms of the 

data subject and to ensure that personal information are processed in a manner that ensures appropriate security 
of the personal data and protects against unauthorised or unlawful processing of personal data and against 
accidental loss or destruction of, or damage to, personal data 

 
 
 

 
3rd Party processing and transfer limitation  
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DGGS does not share personal information with anyone who does not have a legitimate interest in that information.  
Generally, DGGS will not share information without individual’s consent unless the law and/or our policies allow us to do 
so.  We share data with relevant Local Authorities (LA’s), with the Department for Education (DfE) and other applicable 
bodies on a statutory basis.  
 
The Local Authority (LA) uses information about students to carry out specific functions for which it is responsible, such as 
the assessment of any special educational needs the student may have.  The LA also uses the information to derive 
statistics to inform decisions including the funding of schools and to assess the performance of schools and set targets for 
them. 
 
The Department for Education (DFE) uses information about students for research and statistical purposes, to inform, 
influence and improve education policy and to monitor the performance of the education service as a whole.  The DFE will 
feed back to LA's and schools’ information about their students for a variety of purposes that will include data checking 
exercises, use in self-evaluation analyses and where information is missing because it was not passed on by a former 
school.   
 
Student information may be matched with other data sources that the Department holds in order to model and monitor 
students’ educational progression; and to provide comprehensive information back to LA's and learning institutions to 
support their day-to-day business.  The DFE may also use contact details from these sources to obtain samples for 
statistical surveys: these surveys may be carried out by research agencies working under contract to the Department and 
participation in such surveys is usually voluntary.  The Department may also match data from these sources to data obtained 
from statistical surveys. 
 
The DFE may also disclose individual student information to independent researchers into the educational achievements 
of students who have a legitimate need for it for their research, but each case will be determined on its merits and subject 
to the approval of the DfE’s Chief Statistician. 
 
The DFE will also provide Ofsted with student-level data for use in school inspection.  Where relevant, student information 
may also be shared with post-16 learning institutions to minimise the administrative burden on application for a course and 
to aid the preparation of learning plans. 
 
Ofsted uses information about the progress and performance of students to help inspectors evaluate the work of schools, 
to assist schools in their self-evaluation and as part of Ofsted’s assessment of the effectiveness of education initiatives and 
policy.  Inspection reports do not identify individual students. 
 
Student data may also be shared with other Government Departments and Agencies, including the Office for National 
Statistics (ONS) for statistical or research purposes only.  In all these cases the matching will require that individualised 
data is used in the processing operation, but that data will not be processed in such a way that it supports measures or 
decisions relating specifically to individuals or identifies individuals in any results.  This data sharing will be approved and 
controlled by the ONS’s Chief Statistician. 
 
In addition, personal information shall not be transferred to a country outside the EEA unless that country or territory ensures 
an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.   
 
This means that individuals’ rights must be enforceable and effective legal remedies for individuals must be available 
following the transfer.  It may also be possible to transfer data where the data subject has provided explicit consent or for 
other limited reasons.  Staff should contact DGGS’ Data Protection Officer (DPO) if they require further assistance with a 
proposed transfer of personal data outside of the EEA. 
 
Use of Biometric Applications 
Biometric data is information about an individual’s physical or behavioural characteristics that can be used to identify that 
individual, which includes fingerprints, facial shapes, retina and iris patterns, or hand measurements.  
 
The Data Protection Act 2018 and UK-GDPR requirements consider all biometric information to be personal data, which 
means that it must be obtained, used and stored in accordance with these legislative requirements. Additionally, the 
Protection of Freedoms Act 2012 includes provisions which relate to the use of biometric data in schools and colleges when 
used as part of an automated biometric recognition system. These provisions are in addition to the requirements of the DPA 
and UK-GDPR.  
 
Where required, the school will notify each parent of a student under the age of 18 if we wish to take and subsequently use 
their biometric data as part of an automated biometric recognition system and will abide by the provisions for notification 
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and parental consent as required by the legislative requirements defined above. Additionally, the school will provide 
reasonable alternative arrangements for students who do not use automated biometric recognition systems either because 
their parents have refused consent or have objected to use of biometric application, or due to the student’s own refusal to 
participate in the collection of their biometric data. Any alternative arrangements will ensure that students do not suffer any 
disadvantage or difficulty in accessing the school’s premises or services as a result of their non-participating in the use of 
an automated biometric recognition system.  Similarly, any arrangements will not place any additional burden on parents, 
where their siblings are not participating in such a system.  
 
Currently, the school does not and does not intend to collect or use student biometric data for any purposes. 
 
Requesting access to your personal data 
Under the DPA and UK-GDPR requirements, all data subjects including students, parents, carers and guardians, staff and 
governors have the right to request access to the personal information that DGGS holds. To make a request for your 
personal information, please contact the School’s Data Protection Officer by e-mail at dpo@dggs.kent.sch.uk   
 
Data subjects also have the right to: 

• Object to processing of personal data that is likely to cause, or is causing, damage or distress; prevent processing 
for the purpose of direct marketing or object to decisions being taken by automated means 

• In certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and claim 
compensation for damages caused by a breach of the DPA and UK-GDPR requirements. 

 
If you have a concern about the way your personal information is collecting or used, you should raise your concern with 
DGGS in the first instance, by contacting the Data Protection Officer by e-mail at dpo@dggs.kent.sch.uk  
 
Further information in relation to your rights is available from the Information Commissioner’s Office at 
www.ico.org.uk/concerns/  
 
If you would like to get a copy of the information about you that KCC shares with the DfE or post-16 providers, including 
how they use your information, please contact: 
 
Information Resilience & Transparency Team 
Room 2.71 
Sessions House 
Maidstone, Kent 
ME14 1XQ 
Email: dataprotection@kent.gov.uk  
 
You can also visit the KCC website if you need more information about how KCC use and store your information. Please 
go to: www.kent.gov.uk/about-the-council/contact-us/access-to-information/your-personal-information   
 
You may contact the DfE at www.gov.uk/contact-dfe   
 
If you would like to discuss anything in this privacy notice, please contact the School’s Data Protection Officer by e-mail at 
dpo@dggs.kent.sch.uk    
 
We may make changes to this data protection policy from time to time as our school practices, compliance obligations or 
applicable laws change.  The data protection policy has been approved and will be reviewed periodically.  
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